Configuring SSL for PasswordManagerPro using Microsoft
CA.

Step 1: Create a certificate template that allows you to export the private key.

Logon to the CA and launch the certificate authority MMC
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Manage the certificate templates
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Duplicate template , web server certificate as a Windows Server 2008 Enterprise template
and give the template a new Name, example - PMP.

Edit the template security to allow the PMP server to request a certificate
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On the request handling tab check “allow private key to be exported” and click OK to save

the template



Properties of New Template
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Close the “manage template” window and then publish the certificate template to the CA
by right clicking in the certificate template pane and selecting New\Certificate Template

to Issue
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Select the template you just created and click OK

Log off the CA

Step 2: Issue the certificate to the PMP server.
Logon to the PMP server and open a new MMC

Add the certificates template to the MMC and target the computer account.
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You can select snap-ins for this console From those available on wour computer and confi
extensible snap-ins, wou can configure which extensions are enabled.

Available snap-ins: Selected snap-ins;
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Certificates snap-in

Thiz gnap-in will alwayz manage certificates for:

() My uger account

() Service account

@{:nmputer account

select Computer

Select the computer you want thiz snap-in ko manage.

Thiz znap-in will always manage:

@Lu:u:al computer: [the computer thiz console iz running on)

() Another computer; | | | Browze...

[ ] Allaws the selected computer to be changed when launching from the command line. This
only applies if you zave the congole.

Request a new certificate in the computers personal store
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Click Next on the welcome screen and Next on the enrolment screen

Select the template you created in step 1

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then
click Enrall,
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Add the Alternative name as the DNS name of the server



Certificate Properties

by subject |General | Extensions | Private Key | Certification Authority | Signature

The subject of a certificate is the user ar computer towhich the certificate is issued, You

can enter information about the types of subject narme and alternative name values that
cah be used in a certificate,

Subject of certificate

The user or computer that is receiving the certificate
Subject nare:
Type:
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Add a friendly name and description to help identify the certificate later when exporting it



Certificate Properties

i Subject | General |Extensinns Private Key | Certification Authority I Signature |

A friendly narme and description will rmake it easier to identify and use a certificate,

Friendly name:

| PRAPYY e Cert

Description:

| PMP Web Certificate used for S5L connection to the PMP Served
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Click Enroll



Request Certificates

You can request the following types of certificates, Select the certificates you want to request, and then
click Enrall,
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Step 3: Export the certificate and it’s private key
Click next on the welcome screen and select the “Yes, export the private key” radio

button and click Next.



Export Private Key
You can choose ko expaort the private key with the certificate,

Private kevs are passward prokected, IF wau want ko expart the private key with the
cettificate, you must bype a password on a later page.

Do wou want bo export the private key with the certificate?

@'\"ESJ export the private key

() Mo, do not export the private key

Accept the defaults and click next
Check the “Password” box and enter a password - this password will be used when
configuring the PMP web service so make sure you record this securely. We can even store

a copy of this key in the PMP configuration of course



Export File Format
Cettificates can be exported in a variety of file Formats,

Select the Farmak wau want ko use;
() DER encoded binary ¥.509 {,CER)
() Base-64 encoded ¥,509 (CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates ( P7E)

[ ]1nchude all certificates in the certification path if possible

(®) Personal Information Exchange - PECS #12 {.PFR)

[w]Include all certificates in the certification path i possible
[ ]Delete the private key if the export is successful

[ ]Export all extended properties

() Microsoft Serialized Certificate Stare {,55T)

Set the output filename



File to Export
Specify the name of the file vou wank ko export

File narne:
Cu\InskallopensslitestZ22, pFx | | Browse, .,

Click finish to export the certificate with the associated private key



Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard,

You have specified the Following settings:

File Mame
Expork Keys

Include all certificates in the certification path Yes
File Format Personal Information Exchange (*.pfx;]

<]

Step 4: Configure PMP to use the new certificate.

Stop the PMP service if it’s running

Copy the exported certificate file to the PMP/conf folder

Make a copy of the existing server.xml so you can roll back to the previous version if you
need to

Edit the server.xml as follows

Locate the line keyword keystoreFile="conf/server.keystore” keystorePass="passtrix”



Change it to use the certificate you exported in step 2.
keystoreFile="conf/test22.pfx” keystorePass="Password8”
add the keystoreType just after the keystorePass attribute
keystoreType="PKCS12”

Save the file

Start the PMP server



